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1 Introduction and Architecture

XML final
Large-scale distributed services such as content distribu ﬁ [wd:'
tion networks, peer-to-peer storage, distributed games meeting ~®—@)<@— M
and scientific applications, have recently received sub: requremerts | | reauenens]
stantial interest from both researchers and industry. Al Tl ol

the same time, shared distributed platforms such as Plar ~_ =~ —
etLab [2] and the Grid [6] have become popular envi-  process ’;istributed eandicate

on nodes -—--»! query nodes™

ronments for evaluating and deploying such applications  §igas | [Preeessr| @
Assuming node and/or network characteristics on suct | ’
platforms are heterogeneous, and that the user has a mo % ©
vation (economic, social, or due to the performance prop-
erties of her application) to use a subset of the nodes, .
practical difficulty in the use of such large-scale infras-
tructures centers around locating an appropriate subset of Figure 1: High-level architecture of SWORD
the system to host a service, computation, or experiment.

This choice of nodes may be dictated by a numbeharacteristicssuch as inter-node latency. Other features
of factors, depending on the application’s characteri®f SWORD are described in [11].
tics. “Compute-intensive” applications might be par- A SWORD user begins by specifying requirements for
ticularly concerned about spare CPU, physical mena set of nodes. Resources are described as a topology
ory, and disk capacity on candidate nodes. “Networloef interconnected groups with required intra-group, inter
intensive” applications, such as content distribution negroup, and per-node characteristics. For example, a con-
works and security monitoring applications, might beent distribution service for streaming media might want
particularly concerned about placing service instances saveral “virtual clusters” of nodes, with each cluster near
particular network locations—near potential users or ane portion of its geographically distributed user base.
well-distributed locations in a topology—and on node&ach cluster is an equivalence class that would be com-
with low-latency, high-bandwidth links among them-posed of machines with sufficient disk space and with suf-
selves. Other applications, such as distributed multgiayficiently low latency among nodes in each group to enable
games, may be concerned about both types of node aboperative caching.
tributes, e.g., low load for game logic processing and low SWORD users specify a range of required and pre-
latency to users for good interactive performance. ferred values of per-node and inter-node resource mea-

To automate this node selection process, we hagerements, with varying levels gienaltiesfor selecting
built SWORD—a decentralized resource discovery senodes that are within the required range but outside the
vice that is designed to satisfy queries over an extengireferred range. For example, the content distribution ser
ble set of per-node and inter-node measurements that aree might desire 20 ms latency or less among all nodes
relevant to deciding on which nodes of an infrastructureithin each virtual cluster. However, under constraing, th
to place instances of distributed applications. This pa&ervice might be satisfied with latencies up to 40 ms, with
per focuses on SWORD’s PlanetLab deployment and tlwerrespondingly higher penalty. Latencies greater than
lessons we have learned from it. The key features dD ms may be insufficient to support desired performance,
SWORD'’s operation on PlanetLab are its scalable, disorresponding to infinite penalty. SWORD endeavors to
tributed query processor for satisfying the multi-atttéou locate the lowest-penalty configuration that still meets th
range queries that describe application resource requiteser’s requirements.
ments, and its ability to support queries over not juest SWORD's high-level architecture appears in Figure 1.
nodecharacteristics such as load, but also damtar-node The user writes a query expressed in XML (1) and sends




G oup NA
NumMachi nes 4
Required Load [0, 2]
Preferred Load [0, 1] penalty 0.01
Requi red Di skFree [500, MAX]
Preferred Di skFree [1000, MAX] penalty 5.0
Required All Pairs Latency [0, 40]
Preferred All Pairs Latency [0, 20] penalty 0.5
Required OS [“‘Linux ']
Required Location [‘‘NorthAmerica’, 0, 50]
G oup Europe
NumMachi nes 4
Required Load [0, 2]
Preferred Load [0, 1] penalty 0.01
Requi red Di skFree [100, MAX]
Preferred Di skFree [1000, MAX] penalty 5.0
Required All Pairs Latency [0, 40]
Preferred All Pairs Latency [0, 20] penalty 0.5

space, and the European nodes must be less than 50 ms
from a predefined “center” for Europe and have at least
100 MB of free disk space. The Preferred lines describe
the shape of the penalty function for each attribute, a full
discussion of which we omit due to space constraints.

The second section of the SWORD query specifies
pairwise constraints between individual memberslibf
ferentgroups. For example, our sample query specifies
that there must exist at least one node in each group with

Required OS [“‘Linux ']
Required Location [‘‘Europe’’, 0, 50]
InterGoup
Required OnePair Latency NA Europe [0, 100]
Preferred OnePair Latency NA Europe [0, 50] penalty 0.5

at most 100 ms latency to a node in the other group.
1.2 Tracking and Querying Measurements

SWORD collects measurements from reporting nodes
and stores them on a distributed set of server nodes. We

organize these servers using the Bamboo [14] structured

it over a TCP socket to any node running SWORD (2heer-to-peer overlay network, although essentially any
The query is received by the SWORD distributed quenyryctured peer-to-peer overlay network could be used. In
processor component on that node, which issues a djfiis paper we refer to such systems as distributed hashta-
tributed range query corresponding to the requirementg.g (DHTS), but SWORD uses only the key-based rout-
of the requested groups (3). Once all of the results are gy fynctionality. On top of the key-based routing inter-
turned from the distributed range query (4), these “candiace we build our own soft-state distributed data reposi-
date” nodes and their associated measurements are pa:iéﬁg

to the optimizer (5). The optimizer selects a penalty- A node that reports: single-node attributest;, As,
minimizing subset of the candidate nodes and returns a 4 - periodically sends a tuple of all of its values for
list of them (along with the attribute measurements thatose attributes to the, DHT keyski, k2, ..., km, with
led to their being selected) to the user (6 and 7). Note thap n, where eaclt is computed based on the corre-
although the optimization algorithm is not parallelize‘d_, isponding value of! at the time the measurement is sent.
users employ a mechanism such as DNS round-robinge ¢4 each such messagen@asurement reporAsso-
choose the SWORD entry point node for each query, thefted with each attribute is a function that maps the value
the pptimization is effectively parallelized on a per-quer ot an attribute to a 160-bit DHT key. SWORD provides
basis. default mapping functions for its 54 pre-configured at-
1.1 Query Format tributes and allows the administrator to specify new ones
A sample query appears in Table 1, an extension of owhen a new attribute is added to the system. The map-
earlier example. For clarity of presentation, we have coming functions convert measured values from their native
verted SWORD’s XML query syntax into a more humandatatype and range to the range of the DHT key space.
readable format that structurally matches the actual XMThe generated key is composed of high-order “attribute
syntax. bits” used to partition attributes among subsets of DHT
The first section of the SWORD query specifies comodes so as to bound the maximum number of nodes
straints on single-node and inter-node (node-pair) atdmong which values for an attribute are spread; and low-
tributes of desired groups. One set of single-node armtder “value bits” and “random bits” used to spread the
inter-node constraints is associated with each group. Adkpected range of an attribute evenly among all nodes re-
nodes within a node group have the same single-node asygbnsible for that attribute. A secorattivelayer of load
inter-node constraints, and the description of each noé@lancing can be added to these passive techniques [3],
group also contains the number of nodes that should behnt active load balancing is not used in our PlanetLab de-
that group. Inthe example quetypad, Di skFree,and ployment.
Lat ency are floating point attribute€)S is a string at- Upon receiving a measurement report, a server (DHT
tribute, and_ocat i on is a network coordinate attribute. node) stores the tuple in memory. Measurement reports
By placing requirements on these attributes, the user hi@me out after a configurable multiple of the measure-
requested two groups: a cluster of four machines in Northent report interval so that information about dead nodes,
America and a cluster of four machines in Europe. Thand nodes that have become the responsibility of another
machines in each group must have load less than 2.0 dbHT server due to nodes joining or leaving the DHT, is
the inter-node latency within each group must be less thaemoved. SWORD uses a multi-attribute range search
40 ms. The North American nodes must be less thanechanism similar to Mercury’s [3] to find nodes meet-
50 ms from a predefined network coordinate “center” foing the single-node requirements. Once the “candidate
North America and have at least 500 MB of free diskodes” satisfying all single-node requirements have been

Table 1: Sample query.



returned, the querying node obtains the inter-node mea- ™
surements. SWORD includes an implementation of the 18000
Vivaldi network coordinates algorithm [5], and inter-node 16000
latencies are computed from the network coordinates of 2 oo
the returned nodes. Finally the single-node and inter-node
measurements are sent to the querying node’s optimizer,
which attempts to find a penalty-minimizing assignment
of candidate nodes to groups. The number of candidate
nodes returned from the distributed range query may be 4000 -
larger than the number of nodes ultimately mapped to 2000 -
groups; conversely, an insufficient number of nodes may o ” - oS ppes pos
meet the query’s requirements in which case the request Total Queries per Minute

cannot be satisfied. Figure 2: Performance of DHT-based range search. The
1.3 PlanetLab-specific Details bar at each: value shows median query latency &tdh

We have run SWORD continuously on about 200 Plarnd10th percentile latency.

etLab nodes for several months as a publicly-accessible

service. To issue a SWORD query, users can downloagarch primitive described earlier. As a baseline work-
and run a simple C client from the SWORD web page, dpad we ran SWORD on approximately 200 PlanetLab
enter the query into a text form on that web page. Angodes on August 1, 2004. Each node sent an update con-
SWORD node can receive a query from the C clients aridining 54 metrics every 2 minutes. We measured the
return results to the user. query latency for a query that retrieves the full range of

To add a new metric to be reported from a node, an adne attribute (the node’s one-minute load average) under
ministrator writes a script or program that measures tHeur configurations: 1, 40, 80, and 200 queries issued
new metric and writes it to a file; this script or progranper minute across the system (evenly distributed among
is then installed as a cron job that runs periodically. Firodes). Each attribute was mapped to approximately six
nally a line is added to the SWORD configuration file omodes; therefore six nodes were visited in satisfying the
that node, specifying the attribute’s name, the name ¢tdnge query.
the Java class containing its value-to-DHT-key mapping For comparison, we implemented a “centralized” ver-
function (or the name of a default datatype to use a builsion of SWORD in which each update is sent to onévof
in mapping function), and the name of the data file thatervers at random, and each query is sent t&Valervers.
will contain its current value. At the next update interWe chose the servers to be machines with low load and
val (two minutes in our current PlanetLab deploymentjow latency/high bandwidth network links. In contrast,
SWORD will re-read the configuration file and incorpothe nodes used to satisfy a query in the DHT approach
rate the new metric into the measurement report it geneare selected randomly, since nodes choose their DHT IDs
ates, without requiring the SWORD process to restart.. randomly.

SWORD currently generates reports with 54 attributes Figure 2 shows the performance of the DHT range
from four data sources on each node: the ganglia [15karch as a function of query rate. We emphasize that
daemon running on each node, CoTop [12] invoked perhese experiments were conducted over a 4-hour period
odically on each node, Trumpet [1], and the Vivaldi im-during which node and network resource contention var-
plementation built into SWORD. ied, and the number of nodes in the system varied slightly.
2 Deployment experience These results are therefo[e orﬂpprox,i,matellyrepc'aat—

. ; e able. For comparison, the “centralized” version with one
This section presents preliminary performance resuliger offered consistently inferior median performance
from our deployment of SWORD on PlanetLab, and quak, query rates of 40 queries/min and above (ranging from
itative observations we have made about that deploymefiegian latency of 728 ms for 1 query/min to 12.5 sec-

The performance results are not intended as a highly ds for 200 queries/min), while the “centralized” ver-
curate measure of SWORD's performance, but primarilyjon, \ith two servers offered consistently superior me-

to argue that SWORD's performance is adequate for it {§ 4 performance for all query rates (with median latency
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serve as a useful tool. ranging from 251 ms for 1 query/min to 3.3 seconds for
200 queries/min). This suggests that although DHT-based
2.1 Feasibility Study SWORD may offer acceptable performance, a non-DHT-

based version with as few as two well-chosen servers may
Our first experiment aimed to determine the performancasdfer superior performance. The general lesson here is
feasibility of basing SWORD on the DHT-based rang¢hat users deploying services intended for the scale of



PlanetLab might be wise to consider implementing a simmot distinguish a heartbeat timeout caused by node or link
pler “centralized” version first, only moving to a decenfailure from one caused by high load on the peer node.
tralized design if they believe it will substantially imme This is arguably a reasonable choice for a DHT, because
some property of the service. nodes with extremely high loads will degrade the perfor-
Our next experiment examined optimizer latency as mance of the DHT and may therefore be best left out of
function of number of candidate nodes, for a query thahe system. But it is problematic for SWORD, because
requested two groups of nodes, 4 nodes in each growpe dowant SWORD to run on very highly loaded nodes
with at most 150 ms inter-node latency within each grouggfor example, a developer might use SWORD specifically
and all nodes with a varying range of loads ranges thad find heavily-loaded, resource-constrained nodes). Be-
allowed us to control the number of candidate nodes reause SWORD’s measurement reporting facility is inte-
turned. This experiment showed that even under modeyrated with the DHT, a highly loaded node’s removal
ately high load (the optimizer was run on a node with &#om the DHT prevents it from reporting measurement
load consistently in the 3-4 range, with over two dozenpdates. In our design of SWORD we aimed to treat
active slices), and with the worst case of all nodes rehe DHT as a “black box,” not second-guessing param-
turned by the distributed query as candidate nodes, the agiers set for the DHT. A possible solution that does not
timizer could satisfy the query in less than seven secondequire modifying or tuning the DHT, is to separate the
Still, this performance is somewhat disappointing, sugneasurement reporting functionality from the DHT and
gesting that we should attempt to improve the optimizerSWORD query processor. We could build a standalone
performance and should consider moving the computeeporting “stub” that runs on heavily loaded nodes that
tion entirely to the (presumably less loaded) user's mdrave been excluded from the DHT, and sends its measure-
chine rather than running it on the PlanetLab node thatents to a DHT node acting as a proxy (much as DHT
servers as the query’s entry point into SWORD. nodes serve as a proxy for queries originating outside of
2.2 Qualitative Observations SWORD). That gateway node would insert measurement

In this section we present several lessons learned from gGPOs into SWORD on behalf of non-DHT nodes, and
deployment and operation of SWORD on PlanetLab fapould proxy queries f_;lnd their responses on behalf of the
several months. For each observation, we have italiciz&§N-DHT nodes. _Th|s would allow S_WORD to accept
the point we feel generalizes to services beyond SWOR‘ﬂ’dates and queries from all nodes without requiring t.he
and likely to future testbeds other than PlanetLab. DHT and SWORD query processor to operate on heavily-
The claim has been made that DHTs are importatlﬂaqed nodes. Aggnerallzatlon of this prmmple is tnat _
building blocks becausa service built on top of a DHT !"King of fate sharing between the DHT logic and logic
will automatically inherit the DHT’s self-configuration, that does not stnctl_y reqwr_e_the DHgan reduce the im-
self-healing, and scalabilityWe found this claim to be pact that DHT design decisions and parameters have on

largely true. The DHT'’s neighbor heartbeat mechanisif’ application that uses the DHT' .
and node join bootstrap protocol automatically repantitio We.used the PlanetLab Appl|cat|0r1 Manager [8] to au-
the keyspace—and hence the mapping of measurementipinatically restart crashed SWORD instances. It was im-

ports to servers—when DHT nodes join or leave (voluntap—ortant to disable this feature during debugging, since in

ily or due to failure or recovery), without the need for op{hat setting a crashed application instance generally in-

erator involvement or application-level heartbeats vlvnithidicates a bug that .needs to be fixeblitomatic re—starF
SWORD. We benefit from the DHT’s logarithmic routingVaS & mixed blessingnce we had deployed the service
scalability for sending updates, but the number of noddd “Production.” While it allowed SWORD to recover
touched by a range search query once it reaches the ffickly from node reboots, and allowed us to continue

node in the range scales linearly with the number of nod&@ Provide the service in the face of bugs, it hid transient

in the DHT (assuming the queried range remains fixe ugs. Because periodically collecting logfiles from hun-

A somewhat more complex range query scheme that f reds of machines to look for restarts is time-consuming
lows routing table pointers rather than successor setoifi'd resqurI(I:e |nter:5|r\1/e, a more sen3|blehapproach Is 1o
ers provides logarithmic scaling [11] but is not currenthyfutomatically email the service operator the most recent
used in our SWORD PlanetLab deployment. logfile each time the application is restarted on a node.

Although SWORD benefits as described above from if3estart allows a service to handle failure gracefully—but
tight integration with a DHT, this integration does causét tnl”nes perhgps too gralcefully. | |
at least one difficulty. Because PlanetLab is a shared in-PlanetLab is commonly used to test and deploy scal-
frastructure, the CPU load on a node can become qu le wide-area services. For some services, such as mon-
high. This fact interacts badly with Bamboo's heartbeat&0ing. the platform is small enough that centralized so-
which declare a node unreachable if it does not respond {1°NnS may gﬁ?dr aderc]]uate _performhance.. It |fs therefore
heartbeats within a sufficient time period. The DHT doe§Mpting to build such services with an interface to ex-
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